Introduction

Warming Up

e Instructor Introduction
o IBM 3090 vector processors supercomputer (precursor to modern GPU)
m  Security “plugin”: allow at most 4 users at any time to use the vector processors
m Lesson learned:
e Reentrant code at assembly level
e Interrupt mechanism
° ®
m Lesson learned: Build a mini OS: interrupt handler, CPU scheduler, memory
manager, 1/0

e Brief student Introduction

o Name
o Something unique about you (to help me learn who you are)



https://github.com/dulimarta/mpc555-multitask-kernel

Miniature Climbing Robats

Announcements

e Access to EOS (Lab Thursday and subsequent weeks)
a. Use SSH Client + VPN required if you access the lab from off-campus
b. Use Web-based Portal (https://computing.gvsu.edu/)
e Course Web Site at https://dulimarta-teaching.netlify.app
a. Bbwill be used mainly for announcements, collecting assighments, and grading



https://docs.google.com/file/d/1Zzxh4B_1u1L6Bkps6XKkeBYd1dAIjHWz/preview
https://docs.google.com/file/d/1vjLA6s9VDwrv_n9_YE8Yw9KWXHGXnWra/preview
https://docs.google.com/file/d/1JFYp3pzltp_3cVU8coWzf0BmqVXFv0N2/preview
https://cislab.hpc.gvsu.edu/
https://dulimarta-teaching.netlify.app

Grading/Late Policy

All assignments are due at the beginning of class/lab time

Each student has a 5-day late quota throughout the semester
a. University holidays count as 0 day
b. Sat & Sun are logically the same day

e When your quota goes to zero, late assignments must be turned in no
later than 3 days after due date. Apply 15% daily penalty

e No extra assignments will be provided per individual student requests.
Use the extra credit opportunities provided in most assignments

Late Quata Deduction

Example: Assignment Friday due at 2pm

Friday Saturday Sunday Monday

v

2pm midnight

1-day deduction 2-day deduction




slido

What is your major

® Click Present with Slido or install our Chrome extension to activate this
poll while presenting.

What is an 057
A computer without an 057



https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwb2xsVXVpZCI6ImRiNjcxZGIyLTQwM2YtNGNhNC1iNzc3LTAzYzk0YTQyOWNlOCIsInByZXNlbnRhdGlvbklkIjoiMVpMaHhZNlZlX1VoX1hsSjJtSDVWMTd1NGVLWXV0Q3daVV9vQmdxMEY4YmciLCJzbGlkZUlkIjoiU0xJREVTX0FQSTY3MTczMzI4NF8wIiwidGltZWxpbmUiOlt7InNob3dSZXN1bHRzIjp0cnVlLCJwb2xsUXVlc3Rpb25VdWlkIjoiYzBjMTUzNGYtZWMzOC00ZjhhLThkZDMtYmMwMDk1ZWI5NWNlIn1dLCJ0eXBlIjoiU2xpZG9Qb2xsIn0%3D
https://chrome.google.com/webstore/detail/slido/dhhclfjehmpacimcdknijodpjpmppkii

Demo: VirtualBox & Bare HW

Basic Computer Hardware Elements




Basic Computer Hardware Elements

Processor(s)

Main Memory

I/O Controllers & Devices
System Bus

Basic Components of Computer Hardware

CPU Miscellaneous Main Memory
General Component #1
Control

Purpose .

Regist Registers Miscell

egisters Iscellaneous instructions
Program Instruction Component #2 &
Counter Register data

(PC) (IR)
ALU
System Bus

1/0 Controller(s)

1/0 device(s)




Take away concept:

Certain 05 functionalities are possible only because of
features provided by hardware (CPU)

MAX MIN )
MODE \ MODE
CP Ch’ 0 e\ O 1 N\ 40 [ Ucc
U |p 4 + yrs ago ap14 O 2 39 A Apis
AD13 [ 3 38 [ A16/S3
Ap12 [ 24 37 [ A17/54
ap11 O 5 36 [ A18/s5
ap10 O 6 35 [ A19/s6
ADO [ 7 34 [J BHE/s7
Aps [ s 33 @ MN/MX
A7 O o 32 @ RD
Ape [ 10 %%%6 31 [J RQ/GTO  (HOLD)
ADs O 11 30 [ RQ/GTT  (HLDA)
Ap4 O 12 20 [ fock (WR)
ap3 O 13 28 0 52 (M/i0)
AD2 [ 14 27 A 51 (DT/R)
Ap1 [ 15 26 [ 30 (DEN)
Apo O 16 25 3 qso (ALE)
nvi O 17 24 [ as1 (INTA)
INTR O 18 23 [J TEST
ck O 19 22 [ ReEADY
GND O 20 21 B RESET ¥




Instruction Cycles & Interrupts

T
+U
0 0 tL t2 t
16
Fetch
. Instruction
Instruction
fetch cycle execute cycle
! IR: Instruction Register : _ »
' : IR = MEM[PC] interpret
1 PC: Program Counter ' . o
| MEM: Main Memory , Increment PC instruction in IR

CPU repeats these cycles ad infinitum: FEFEFEFEFEFEFEFEFEFEFEFEFE.....




Important Fact/Concept

0S is NOT involved in fetching and executing
every assembly instructions on your CPU(s)

Microscopic View of Machine Cycles

F1 E1 F2 E2 F3

How do you interpret the diagram?




Interrupts (by HW or by SW)

e CPU instruction cycles (FEFEFEFEFE....) can be interrupted
o By what/who?
o When?

e Why use interrupts?
In response to an interrupt, the CPU deviates from its normal
instruction cycles

Normal Instruction Cycles: FEFEFEFEFEFEFEFEFEFEFEFEFEFE.....
Instruction Cycles with Interrupt: FEFEFELFEFEFEFEFEFEFEFEFEFE.....

Which Hardware Design is Preferred? Why?

(a) FE FE FE FE FELFE FE FE FE....
(b) FE FE FE FE FLE FE FE FE FE....




. . e ."
Instruction Cycles with Interrupts K &

Fetch

start Next Execute Interrupts Redirect
. Instruction enabled (Reset PC)
Instruction
fetch cycle MEM[SP] = PC SP: Stack
Pointer
= load PC with
R = MEMIPC] address of
Increment PC .
interrupt handler

CPU instruction cycles: FEFEFEFE LFEFEFEFEFEFEFEFEFE.....

Microscopic View of Machine Cycles with Interrupt

IR = MEM[PC] IR = MEM[PC] IR = MEM[PC]
Inc PC Inc PC Inc PC

+—  t— >t —
F1 E1 F2 E2 \ F3
Interrupt Cycle:
MEMLSP] = PC
PC = IVT[n]

Interrupt Vector Table




Interrupt Vector Table (IVT)
he table begins at o /oo Addr of code for handling INT 00

known location in RAM 01 | Addr of code for handling INT 01

02 | Addr of code for handling INT 02

255 | Addr of code for handling INT FF

Interrupts

e Misconception: CPU sends hardware interrupt signal to your program

e Fact:
o a hardware interrupt: signal asynchronously received by CPU sent by devices/other units
o asoftware generated interrupt: synchronously triggered by a special assembly
instruction, or errors detected during execution of the current assembly instruction
o Inresponse: CPU "immediately” enters its interrupt cycle to service the interrupt request
o Side effect: the current program is interrupted
e Source of interrupts
o (Async) Triggered by other components in your computer
m  Real-time clock, keyboard, gyroscope (smartphone), ...
o (Sync) Detected by CPU: Arithmetic errors, unknown instructions, protection error, ....
o (Sync) Requested by software (INT or TRAP instruction)




MANY different sources of hardware interrupts

L}

Gyroscope on your phone can send hardware interrupts

MAX (MIN )

. MODE \MODE
PIC: Programmable Intr. Ctrl.  sedm—wp
* ap14 O 2 39 [ AD15
ap13 [ 3 38 O A1e/s3
ap12 O 4 37 B A17/s4
ap11 O 5 36 [0 A1s/s5
apio O 6 35 [ A19/S6
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GND[] 14 15[ 1 CAS 2 ck O 19 22 [3 ReaDY
GND O 20 21 [ RESET




Interrupt Handler and Interrupt Vector Table

e Interrupt Handler (IH): a small subroutine (part of the OS) that
determines the details of the interrupt and performs whatever actions

required

e Handling interrupts from multiple of sources:
o Hardware Interrupt requests are numbered: IRQO, IRQ1, IRQ2, ....
o Assembly instruction to generate software interrupts includes a numeric argument
o The addresses of corresponding interrupt handler are stored in a 1D array (Interrupt

Vector Table)

m Intel CPUs: Interrupt Descriptor Table and Interrupt Descriptor Table Register
o During its interrupt cycle, the CPU reloads the Program Counter with the right IH address

from IVT

Interrupt Handler Execution

FEFEFEFEFEFEFEFEFETI

/

user / system program

Hardware microsteps during the I cycle
e Save PC to stack
e Set PCto a new address (from IVT)

interrupt handler

FEFEFEFEFEFEFEFEFFEFE

user / system program

The last instruction in interrupt handler
e  Restore PC from stack




How does the-65 HW protect
itself from malicious programs?

Assembly Code Demo: Syscall and HLT
(on VMWare Fusion or Docker Container)

File: OneDrive-GVSU/CS452-xxx/Container/Debian




User Mode vs. Kernel Mode

e Certain CPU instructions are privileged (should execute only when the CPU is
in kernel mode)
o Examples: HLT (to stop the CPU), CLI (the disable interrupt), ....

e CPU keeps a mode bit in one of its control registers
o mode =0 (kernel mode): CPU can execute all the available instruction sets
o mode =1 (user mode): CPU can execute of CPU instructions

e Obviously, setting the mode bit to 0 cannot be done while the CPU is in
user mode. Solution?

Dual Mode Execution: Kernel Mode vs User Mode

FEFEFEFEFEFEFEFEFEI FEFEFEFEFEFEFEFEFFEFE
user program system program
(CPU in user mode) (CPU in kernel mode)
interrupt handler
(CPU in kernel mode) OR
user program

(CPU in user mode)
During the interrupt cycle,
the hardware resets the mode
bit to zero
(switch to kernel mode)




Misconception: User/Kernel mode of the CPU is determined by your
login as either a normal user or root/admin user

: The CPU mode is unrelated to user access level (admin/root)

o CPU mode is a feature provided by hardware
o Admin/root user state is managed in software




